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Abstract

The SSP is a hardware implementation of a subset of
the JVM for use in high consequence embedded applica-
tions. In this context, a majority of the activities belonging
to class loading, as it is defined in the specification of the
JVM, can be performed statically. Static class loading has
the net result of dramatically simplifying the design of the
SSP as well as increasing its performance. The functionality
of the class loader can be implemented using strategic pro-
gramming techniques. The incremental nature of strategic
programming is amenable to formal verification. This arti-
cle gives an overview of the core class loading activities for
the SSP, their implementation in the strategic programming
language TL, and outlines the approach to formal verifica-
tion of the implementation.

1. Introduction

At Sandia National Laboratories, a subset of the Java Vir-
tual Machine (JVM) has been developed in hardware for
use in high-consequence embedded applications. The im-
plementation is called theSandia Secure Processor(SSP)
[7][12] and supports a subset of Java bytecodes as its native
instruction set.

This paper has three objectives: (1) to informally de-
scribe the core functionality of the class loader for the SSP,
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(2) to demonstrate how the abstract functionality of this core
class loader can be implemented using higher-order strate-
gic programming techniques, and (3) to discuss how the
correctness of the class loader can formally verified. The
paper is organized as follows. We begin with an introduc-
tion to the goals of the SSP class loader. Section 2 gives an
overview of the subset of the Java class file structure needed
by the SSP class loader core. This section also gives an in-
formal description of the core activities of the SSP class
loader. Section 3 gives an overview of the higher-order
strategic programming language TL. Section 4 presents and
discusses a TL implementation of an abstract class loader
core. Section 5 describes preliminary efforts at verifying
and validating the TL transformations that implement the
class loader.

1.1. The ROM images executed by the SSP

An application program for the SSP is called aROM im-
ageand consists of a collection of class file images stored
on a Read-Only Memory (ROM). A class file image con-
tains a ROM constant pool and a method table and meth-
ods section. There are two major differences between ROM
constant pools and constant pools found in Java class files.
In ROM constant pools,class, field, andmethodentries are
represented in terms of absolute and offset addresses along
with corresponding data as opposed tosymbolic references
along with data in Java class files. Secondly, entries in ROM
constant pools are limited toconstant integer, constant long,
static field, instance field, class, andmethod. In this paper,
we restrict our attention only to virtual methods.



Context where Index Occurs Interpretation of Resolution
within a bytecode in the body of a method ROM constant pool offset address where the type of

the constant pool entry can be inferred from the bytecode
this class absolute address in ROM
superclass absolute address in ROM
class entry in ROM constant pool absolute address in ROM
static field entry in ROM constant pool absolute address in heap
static field entry in fields section of class file absolute address in heap
instance field entry in ROM constant pool object offset address
instance field entry in fields section of class fileobject offset address
virtual method entry in ROM constant pool ROM method table offset address
virtual method entry in ROM method table absolute address of method in ROM

Figure 1. Resolution of indexes (aka. encoded symbolic references)

1.2. An overview of class loader requirements

There are a number constraints on how object offsets and
method table offsets must be calculated. These can be ex-
pressed in the form of properties that a resolved collection
of encoded symbolic references must possess in order to be
correct, including the following:

• Unique-Offset: All instance fields must be resolved to
unique object offsets.

• Consistent-Offset: Instance fields must be resolved to
offsets in a manner that is consistent with upcasting.

• Non-Overlapping-Addresses: The values of primi-
tive types supported by the SSP must be mapped to
memory regions that are sufficiently large to hold all
legal values of that type.

• Unique-Address: Within an application, every static
field must be resolved to a unique absolute address
within the heap.

• Consistent-Method-Invocation: Virtual method in-
vocations must be referred to indirectly via an off-
set to a method table. Furthermore, within an inher-
itance hierarchy all method tables must be consistent
with respect to the positioning of method table entries.
In other words, the information corresponding to all
(re)definitions of a particular method must reside in the
same position in every method table.

Correctness properties of the kind just described can be
formalized and expressed in terms of a formulaC in first-
order logic. Abstractly speaking, this formula defines prop-
erties and relationships between encoded symbolic refer-
ences and addresses and addresses within a physical address
space.

In addition to correctness properties, the resolution of
encoded symbolic references must also satisfy a number of
efficiency-based constraints.

• Spatial-Efficiency:

– Instance fields should be packed as tightly as pos-
sible in objects and static fields should be tightly
packed in the heap.

– Object offset addresses must be in byte units (i.e.,
8-bit quantities).

• Temporal-Efficiency:

– 64-bit, 32-bit, and 16-bit values should not span
respective bit boundaries within the heap or
ROM address space. For example, a 32-bit value
must begin on a word boundary (i.e., a byte ad-
dress that is a multiple of four).

Hardware constraints can be expressed in terms of a for-
mulaH in first-order logic. Abstractly speaking, this for-
mula defines properties and relationships between encoded
symbolic references and physical addresses and between
addresses within an address space. Figure 1 lists the con-
texts that must be considered.

Given the formulaCH def
= C ∧ H an interpretationI is

a mapping from encoded symbolic references inCH to the

domainD def
= DHEAP ∪DROM ∪DCP ∪DMT ∪DOBJ

of absolute addresses and offset addresses. In this setting,
resolution for the SSP can be defined as a function that con-
structs an interpretationI over D satisfying the formula
CH. From an operational perspective, the interpretationI
is an assignment of address values to indexes (i.e., encoded
symbolic references). In this article, the termsresolution
and resolveare used to describe the processes behind the
construction of such assignments. The following is a high-
level definition of the class loader core.

Definition 1 Thecore of the class loader for the SSP is an
interpretationIcore mapping indexes to offset addresses in
DMT ∪DOBJ and absolute addresses in the spaceDHEAP

such thatIcore satisfiesCH.



2. Overview of the structure of class files

Figure 2 gives a top-level view of the components con-
tained in a Java class file. More information about the struc-
ture of these components as well as class files in general are
available [6][11].

In this paper we restrict our attention to the following
class loading activities as they pertain to the SSP: (1) in-
dex resolution, (2) static field address calculation, (3) offset
address calculation, (4) method table construction, and (5)
inter-class absolute address and offset address distribution.
Collectively, we will refer to this set of class loading activi-
ties as theclass loader core.

Index Resolution. In Java class files, references to
field, method, this-class, and super-classinformation are
abstractly encoded as indexes into the class file’s constant
pool. Within a constant pool, such indexes directly or indi-
rectly denote information that is ultimately expressed sym-
bolically in terms of Utf8 strings. We will refer to the sym-
bolic information denoted by an index as theabstract mean-
ingotherwise known as thesymbolic referenceof that index.
We use the termindex resolutionto denote the process of
constructing the abstract meaning of indexes.

Given the class files shown in Figure 3, we ask “What
is the symbolic reference of the index1 with respect to the
constant pool (CP) of the first class file?” To determine the
meaning of an index, the chain of index/value pairs are fol-
lowed until a collection of Utf8 values are reached. The
concatenation of these Utf8 values forms the symbolic ref-
erence. For example, in Figure 3 the index 2 will resolve
to “A.x1”. The remaining indexes are resolved in a similar
fashion resulting in resolved indexes in Figure 4. Complete
details on the structure of constant pools can be found in the
literature [6][11].

Static Field Address Calculation. The goal of static
field address calculation is to assign a unique absolute heap
address to each static field within a Java application. Since
static fields are associated with a class rather than an object
(i.e., an instance of a class), their number remains constant
during runtime. For example, in Figure 4 the absolute ad-
dress assigned to the static field A.x1 is 0. From a semantic
perspective this class loader activity can be seen as provid-
ing an interpretation (i.e., a concrete meaning) for the sym-
bolic references of static fields.

Instance Field Offset Calculation. Instance fields, in
contrast to static fields, are associated with objects rather
than classes. Each object contains its own copy of every
instance field declared in its corresponding class plus all of
the instance fields inherited from its super class. Figure 4
shows possible offset calculations for the instance fields of
classes A and B. For example, the instance field A.a2 is
assigned the offset address 1.

Method Table Construction. Encoded symbolic refer-

ences to methods must ultimately be resolvable to the ad-
dress where the bytecodes for the method reside. However,
this resolution is complicated by the interplay of two as-
pects of Java’s subtype system. First, within an inheritance
hierarchy multiple definitions for a single method may oc-
cur. Second, Java’supcastoperation provides a mechanism
by which the type of an object may be cast to that of any
ancestor belonging to the inheritance chain. Methods must
be resolved in a manner that is consistent within this frame-
work.

A standard solution to the problem is to construct a
method table for each class. This method table forms a
layer of indirection that enables methods to be referenced
in a consistent fashion. The entries in a method table con-
tain data necessary to execute the bytecodes corresponding
to the implementation of a method as seen from the per-
spective of a particular class. In order for the indirection
provided by the method table solve our problem, all classes
that inherit or redefine a certain function (e.g.,foo) must
store data related to this function in the same relative posi-
tion (i.e., offset) in their method table. The method table to
which this offset is applied depends on the class from which
an object is derived.

Inter-class Absolute Address and Offset Address Dis-
tribution. Inter-class distributionis concerned with the
distribution of absolute addresses and offset addresses be-
tween the various class files that make up a Java application.
Within a single class file, symbolic references to locally de-
clared fields and methods can be resolved to absolute ad-
dresses (for static fields), object offsets (for instance fields),
and method table offsets (for methods). However, within a
Java application, a class fileX may have a symbolic refer-
ence to fields and methods that have been declared in an-
other class fileY . References external toX show up as
symbolic references in the constant pool ofX and must be
resolved using information from the class in which the data
originates. Thus, absolute address and offset address in-
formation must be distributed from the class in which the
declarations occur (e.g.,Y ) to all classes referencing these
declarations (e.g.,X). Note that the CP of class A has inter-
class references to instance fields of class B and the CP of B
has inter-class references to instance fields of class C (class
C not shown) in Figures 3 and 4.

3. An overview of TL

The specification of the JVM enables class loading to oc-
cur dynamically (e.g., during runtime). However, from the
perspective of class loading, the SSP can be considered a
closed systembecause all the class files in an application
must be stored on the ROM prior to execution. The closed
nature of the SSP’s execution environment enables the class
loading activities of the SSP to be performed statically, prior



magic The hex value 0xCAFEBABE indicating that this file is a Java class file.
minor version The minor version of the compiler that produced this class.
major version The major version of the compiler that produced this class.
constantpool count The number of entries in the constant pool.
cp info The constant pool.
accessflags Modifiers associated with this class or interface

(e.g., private, final, abstract, etc.).
this class A constant pool index that when resolved yields the name of the class.
superclass The value 0 or a constant pool index that when resolved

yields the name of the super class.
interfacescount The number of direct super interfaces of the class or interface.
interfaces The interfaces implemented by the class.
fields count The number of fields explicitly declared in the class.
field info The fields explicitly declared in the class.
methodscount The number of methods explicitly declared in the class.
methodinfo The methods explicitly declared in the class.
attributescount The number of attributes of the class.
attributeinfo The attributes of the class.

Figure 2. The components of a Java class file

This class 1
Super class 19
CP (1,A)(2, 1.3)(3, x1)(4, 1.5)(5, x2)(6, 1.8)(7, 1.9)(8,a1)(9, a2)(10, 11.3)

(11, B)(12, 11.13)(13, foo)(14, x3)(15, bar)(16, 1.14)(17,1.13)(18,1.15)(19, Obj)
Static fields 2@- 4@- 16@-
Instance fields 6:- 7:-
MT
Methods 17() 18()

This class 3
Super class 19
CP (1, x1)(2, 3.1)(3, B)(4, x2)(5, 3.4)(6, x3)(7,3.6)(8, b1)(9, 3.8)(10, b2)

(11, 3.10)(12, foo)(13, 3.12)(14, f)(15, 3.14)(16, C)(17, 16.1)(18, 16.4)(19,A)
Static fields 2@- 5@- 7@-
Instance fields 9:- 11:-
MT
Methods 13() 15()

Figure 3. Two abstract class files prior to class loading



This class A
Super class Obj
CP (1, A)(2, A.x1@0)(3, x1)(4, A.x2@1)(5, x2)(6, A.a1:0)(7, A.a2:1)(8, a1)(9, a2)(10, B.x1@3)

(11, B)(12, B.foo#0)(13, foo)(14, x3)(15, bar)(16, A.x3@2)(17, A.foo#0)(18, A.bar#1)(19, Obj)
Static fields A.x1@0 A.x2@1 A.x3@2
Instance fields A.a1:0 A.a2:1
MT A.foo#0 A.bar#1
Methods A.foo() A.bar()

This class B
Super class A
CP (1, x1)(2, B.x1@3)(3, B)(4, x2)(5, B.x2@4)(6, x3)(7, B.x2@5)(8, b1)(9, B.b1:2)(10, b2)

(11, B.b2:3)(12, foo)(13, B.foo#0)(14, f)(15, B.f#2)(16, C)(17, C.x1@6)(18, C.x2@7)(19,A)
Static fields B.x1@3 B.x2@4 B.x3@5
Instance fields B.b1:2 B.b2:3
MT B.foo#0 A.bar#1 B.f#2
Methods B.foo() B.f()

Figure 4. The two abstract class files shown in Figure 3 after class loading

to execution. Under these conditions, the functionality of a
class loader is well suited to a transformation-oriented im-
plementation [16]. This section gives an overview of the
strategic programming language TL which we will use to
implement an abstract version of the class loader core.

3.1. The basic constructs of TL

TL is a higher-order strategic programming language
[15][14][13]. In TL, conditional rewrite rules can be com-
bined to form expressions calledstrategies. Strategies de-
fine controlled sequences of rewrites and can be applied to
tree structures to produce other tree structures. Thus, a strat-
egy can be viewed as a function that rewrites ortransforms
one tree into another.

The primary constructs and abstractions in a first-order
strategic programming language typically include:

1. patterns– A pattern is a notation for describing the
tree structures that are being manipulated. This nota-
tion typically includes variables, potentially typed, that
are quantified over a variety of tree structures. For ex-
ample,stmt[[ id1 = 5 ]] is a tree with rootstmt and
leavesid1, =, and5.

2. rewrite rules– A rewrite rule is a construct, whose ba-
sic form islhs → rhs, for specifying that the pattern
lhs is to be replaced by the patternrhs. In a strategic
system,rewrite rulesare also considered to be a degen-
erative form ofstrategy. A rule applies if its left-hand
side (i.e.,lhs) matches the term to which it is applied.

3. conditions– A condition is a boolean-valued expres-
sion associated with a rewrite rule that restricts the
application of the rule. For exampler1 : stmt1 →
stmt[[id1 = 5]] if stmt1 ¿ stmt[[id1 = 4 + 1]]

is a conditional rule labeledr1 transformingstmt1 to
stmt[[id1 = 5]] provided theconditionthatstmt1 is a
tree of the formstmt[[id1 = 4 + 1]] is satisfied.

4. combinators– A combinatoris an operator (generally
unary or binary) that can be used to compose one or
morestrategiesinto a newstrategy. Three combina-
tors are provided: (1) sequential composition (;), (2)
left-biased composition (<+), (3) right-biased compo-
sition (+>). Let s1 ands2 denote two strategies. The
expressions1; s2 denotes the sequential composition
of s1 ands2. When applied to a termt this strategy
will first apply s1 to t and then applys2 to the result.
In contrast, the expressions1 <+ s2 denotes the left-
biased composition ofs1 ands2. When applied to a
termt the application ofs1 to t is attempted and if that
succeeds the result is returned, otherwise the result of
the application ofs2 to t is returned. The expression
s2 +> s1 is equivalent tos1 <+ s2. TL also has two
unary combinators unique to it; thetransientandhide
combinators which are discussed in Section 4.2.

5. generic traversals– A generic traversalcan be thought
of as a curried function parameterized on a strategys
and a treet. As the name suggests, a generic traversal
will traverse its input tree structuret and apply its input
strategys at one or more points along the traversal. An
example of a generic traversal isTDL which performs
a top-down left-to-right traversal of a term.

6. strategies– In its purest sense, a first-orderstrategycan
be characterized as any function that transforms one
tree into another tree. Structurally speaking however,
a strategyis an expression composed of rewrite rules,
combinators, and generic traversals.



7. labels– A strategy can be bound to alabel for the pur-
poses of abstraction.

In addition to the first-order constructs mentioned above,
TL also supports the following higher-order constructs:

1. higher-order strategies– A higher-order strategyis a
strategy that when applied to a tree will return a strat-
egy rather than a tree.

2. higher-order generic traversals– A higher-order
generic traversalcan be thought of as a curried func-
tion that is parameterized on a higher-order strategysn

(wheren denotes the order of the strategy) and a tree
t. Its application tot yields a strategy of ordern− 1.

More detailed descriptions of TL constructs are available
[15][14][13].

4. A strategic implementation of the class
loader core

In this section we look at a strategic solution, written in
TL, to an abstract version of the class loadercore as de-
fined in Section 1.2 with respect to the class file structure
described in Figure 5 . This implementation has been de-
veloped using the HATS system, an IDE for strategic pro-
gramming supporting a restricted version of TL. The HATS
system is freely available [3].

4.1. Index resolution in TL

In Figure 6, the strategy namedindex resolutiongives
an implementation of index resolution in TL. The behav-
ior of the index resolution strategy is as follows. When
applied to a class file structureclass0 the strategyin-
dex resolution will first evaluate the strategic expression
lcond tdl cp normalize class0. Within this expression, the
strategylcond tdl is a higher-order generic traversal that
will traverse a term in a top-down left-to-right (tdl) fash-
ion. In this case, the term being traversed isclass0. The fact
that lcond tdl is higher-order means that it expects to ap-
ply a higher-order strategy to the sub-terms of the term it is
traversing. In this case, the higher-order strategy being ap-
plied iscp normalize, a second-order strategy that converts
a constant pool entry of the form:

c entry[[(index1, data1)]]

into a first-order rewrite rule of the form:

data[[index1]] → data1

When applied to the entries of the constant pool ofclass0
a number of instances of the ruledata[[ index1 ]] → data1

app ::= app class| ε
class ::= { classid parentid info children}
children ::= children class| ε
info ::= cp fields methods
classid ::= data
parentid ::= data
cp ::= cp centry| ε
c entry ::= ( index , data )
fields ::= statics instance
statics ::= statics sfield| ε
sfield ::= data @ addr
instance ::= instance ifield| ε
ifield ::= data : addr
methods ::= mt methodlist
mt ::= mt entry mt| ε
mt entry ::= key # addr
methodlist ::= m entry methodlist | ε
m entry ::= data ( )

data ::= data . data| data addresstype addr
| id | index

addresstype ::= @| # | :
index ::= integer
addr ::= integer
id ::= ident

Figure 5. An extended-BNF grammar describ-
ing a simplified application in terms of a list
of class files

will be generated. These rule instances are then composed
by lcond tdl using TL’s left-biased conditional composition
operator<+. This composition is part of the semantics of
lcond tdl – which conditionally composes the results gener-
ated from its tdl traversal. The resulting first-order strategy
is of the formr1 <+ r2 <+ ...rn whereri is the instance
of data[[ index1 ]] → data1 corresponding to theith con-
stant pool entry. This first-order strategy is then applied to
class0 in a top-down left-to-right fashion by the first order
generic traversalTDL. The result is that alldata indexesare
rewritten to their symbolic references.

4.2. Static field address calculation in TL

As described in Section 2, the goal of static field ad-
dress calculation is to assign each static field in an appli-
cation a unique absolute address taken from the address
spaceDHEAP . In TL, this can be accomplished with a
strategy that makes use of the strategic combinatorstran-
sient[15][14]andhide [13]. Both of these combinators are
unique to TL.



index resolution : class0 → TDL (lcond tdl cp normalize class0) class0
cp normalize : c entry[[ ( index1 , data1 ) ]] → data[[ index1 ]] → data1

static addresses : app0 → TDL( lcond tdl sfieldsum app0) app0
sfieldsum : sfield0 →

hide(sfield[[data1 @ addr1]] → sfield[[data1 @ addr1 + 1]] ) <+ transient(sfield1 → sfield1)

instanceoffsets : app1 → app3
if app2 ¿ TDL (seqtdl createhierarchy app1) app[[ {Obj Obj } ]]
∧ app3 ¿ TDL sumoffsets app2

createhierarchy : class1 → class[[ {id2 id3 info2 children2} ]] → class[[ {id2 id3 info2 children2 class1} ]]
if class1 ¿ class[[ {id1 id2 info1 children1} ]]

sumoffsets : class0 → TDL (lcond tdl partial sum instance1 ) class0
if class0 ¿ class[[ {classid1 parent id1 cp1 statics1 instance1 methods1 children1} ]]

partial sum : instance0 → TDL( lcond tdl local ifield sum instance0) instance0
local ifield sum : ifield0 →

hide( ifield[[data1 : addr1]] → ifield[[data1 : addr1 + 1]] ) <+ transient(ifield1 → ifield1)

mt construction : app1 → TDL addmethods app1

add methods : class1 → TDL B (seqtdl insert method methodlist1) class1
if class1 ¿ class[[ {classid1 parent id1 cp1 fields1 mt1 methodlist1 children1} ]]

insert method : m entry[[ id1.id2 () ]] →
transient(

mt[[id3.id2 # addr2 mt2]] → mt[[id1.id2 # addr2 mt2]]
<+ mt[[id3.id4 # addr2]] → mt[[id3.id4 # addr2 id1.id2 # addr2 + 1]]
<+ mt[[ ]] → mt[[id0.id1 # 0]]

)

distributeall : app1 → TDL( lcond tdl (collect ifields<+ collect sfields<+ collect methods) app1) app1

collect ifields : ifield[[data1 : addr1]]→ c entry[[ (index1,data1) ]]→ c entry[[ (index1,data1 : addr1) ]]
collect sfields : sfield[[data1 @ addr1]]→ c entry[[ (index1,data1) ]]→ c entry[[ (index1,data1 @ addr1) ]]
collect methods : mt entry[[data1 # addr1]]→ c entry[[ (index1,data1) ]]→ c entry[[ (index1,data1 # addr1) ]]

Figure 6. An Abstract Implementation of the class loader core for the SSP



The transientcombinator can be used to create a strat-
egy that can be applied at most once. Thehidecombinator
is a combinator that restricts the ability of the left-biased (or
right-biased) choice combinator to observe whether or not
the application ofs1 has succeeded or failed. More specif-
ically, the hide combinator always gives the left-biased
choice combinator the impression that the application ofs1

has failed. Thus, the strategyhide(s1) <+ s2 is equivalent
to s1; s2. A consequence of this is that it becomes possi-
ble to use thetransientand hide combinator to construct
strategies in which an increasing number of sub-strategies
are applied to a particular class of terms. Lett1 andt2 de-
note two terms to which the strategys1 can be successfully
applied. The following strategy:

transient(s1) <+ hide(s1) <+ s2

will applied to t1 to the above strategy will result ins1 be-
ing applied at which time the transient combinator restricts
any future application oftransient(s1). Under these con-
ditions the strategy is now applied to the termt2. In this case
the sub-strategyhide(s1) will apply after whichs2 will be
applied. In summary,s1 is applied tot1 ands1; s2 is applied
to t2. In this paper, thehidecombinator is used by a higher-
order strategy to dynamically construct a counter (a sum)
that incrementally assigns successive absolute addresses to
the static fields within a collection of class files.

In Figure 6, the strategy namedstatic addressesis a TL
implementation of static field address calculation. The ab-
solute address for static fields are realized via a strategic
sum that is based on the following increment technique. The
higher order strategysfieldsumperforms a sum that applies
only to static fields. Within the body ofstatic addresses, the
higher-order strategic expressionlcond tdl sfieldsum app0
will traverseapp0 in a tdl fashion and apply the strategy
sfieldsum. This will produce one instance of the strategy

hide(sfield[[data1@addr1]] → sfield[[data1@addr1 + 1]])
<+
transient(sfield1 → sfield1)

for each static field encountered. These strategy instances
are then combined using the left-biased choice combinator.
The resulting composition is an sfield sum which is then
applied toapp0 using the generic traversalTDL. This has
the effect of assigning a unique absolute offset to each static
field in app0.

4.3. Instance field offset calculation in TL

In Figure 6, the strategy namedinstanceoffsetsis a TL
implementation of instance offset calculation. When ap-
plied toapp1, the strategyinstanceoffsetswill first restruc-
ture app1 into an inheritance tree. The evaluation of the

strategic expressionseqtdl createhierarchy app1 will per-
form a top-down left-to-right traversal onapp1 and apply
the higher-order strategycreatehierarchyto each class file
encountered. The application ofcreatehierarchyto class1

will produce a first-order strategy that placesclass1 into the
children list of its parent class. Notice that in the strategy
createhierarchy, id1 andid2 respectively denote the class
name and parent class name ofclass1. By definition, the
parent class ofclass1 is that class which hasid2 as its class
name. Thus, increatehierarchythe strategy

class[[ {id2 id3 info2 children2} ]]
→
class[[ {id2 id3 info2 children2 class1} ]]

will place class1 into the children list of its parent class.
For each class inapp1 such a first-order strategy is cre-

ated and the resulting strategies are sequentially composed.
The resulting composition is then applied in a top-down
left-to-right fashion to an application structure consisting
of the single class Obj, which is initially empty (i.e., Obj
contains no constant pool, no fields, no methods, and no
children). This application has the effect ofgrowingan in-
heritance tree rooted at Obj. For example, first the chil-
dren of Obj will be inserted into the children list of Obj. In
turn, the children of Obj will have their children inserted
into their children list, and so on. The resulting structure is
then bound toapp2 via a match equation.

After the application has been restructured into an in-
heritance tree, the calculation of instance field offsets can
begin. In the strategyinstanceoffsets, the evaluation of
the strategic expressionTDL sumoffsets app2 will traverse
the inheritance treeapp2 in a top-down left-to-right fash-
ion and apply the strategysumoffsetsto each class file en-
countered. In turn, the strategysumoffsetswill traverse
the instance fields of the class fileclass1 to which it is ap-
plied and create an instance oflocal ifield counterfor each
field encountered. The instances oflocal ifield counterare
then conditionally composed and the resulting strategy is
applied to in a top-down left-to-right fashion to the inheri-
tance tree rooted atclass1. This has the effect of (1) assign-
ing proper (i.e., completed) offsets for the instance fields in
class1, and (2) assigning partially completed offsets for the
instance fields of all the classes which are descendants of
class1. In general, the partially completed offsets for in-
stance fields local to a givenclassi are completed when
the strategysumoffsetsis applied toclassi (i.e., when it is
treated as the root of an inheritance tree).

4.4. Method table construction in TL

In Figure 6, the strategy namedmt constructionis a TL
implementation of method table construction. When ap-
plied to a method declaration, the strategyinsert method



creates a transient strategy that, though the use of the left-
biased choice combinator, captures the three ways a method
can be added to a method table. The rule

mt[[id3.id2 # addr2 mt2]] → mt[[id1.id2 # addr2 mt2]]

accounts for the case where a local method definition over-
writes an inherited method definition. In this case,id3 de-
notes the most recent ancestor where the methodid2 has
been declared andid1 denotes the name of the current class
in which the method is being redeclared. The rule

mt[[id3.id4 # addr2]]
→
mt[[id3.id4 # addr2 id1.id2 # addr2 + 1]]

accounts for the case where a previously unseen method
is declared and must therefore be added to the end of the
method table with an offset ofaddr2 + 1. And finally, the
rule

mt[[ ]] → mt[[id0.id1 # 0]]

accounts for the case where a method is added to an empty
method table. In this case the offset address is set to0.
Notice that the aggregation of the above rules needs to
be encapsulated within atransient in order to assure that
a methodm will only be added to a method table once.
For example, it would be incorrect to overwrite an exist-
ing method and also add a new (i.e., duplicate) entry to the
end of the same method table.

Within the strategyadd methods, the evaluation of the
strategic expressionseqtdl insert method methodlist1 will
result in the creation of a method table insertion strategy for
each method inmethodlist1, which is the list containing the
methods that are declared inclass1. The insertion strate-
gies are sequentially composed byseqtdl and the resulting
strategy is ready to be applied to a method table. Lets de-
note this strategy. The question now is how to applys to the
method table inclass1 as well as the method tables of every
class which is a descendant ofclass1. The problem is that
s contains transient strategies and the moment a transient
strategy applies the value ofs will be forever changed. For
example, adding an entry to the method table ofclass1 will
changes so that this element cannot in the future be added
to the method tables of any of the descendants ofclass1.
To solve this problem, we need some way of making a copy
of the current value ofs (i.e., the value before any transient
strategies have been applied). The first-order generic tra-
versalTDL B does just that. In general, the evaluation of a
strategic expression of the formTDL B s t will perform a
top-down left-to-right traversal over the termt and do the
following: First,s is applied to the current termt producing
a (possibly) new termt′ and a (possibly) new strategys′.

Next, acopyof the strategys′ is applied to each of the chil-
dren oft′, at which point the process repeats until the entire
tree is traversed. As a result the evaluation of the strategic
expression

TDL B(seqtdl insert method methodlist1) class1

will correctly insert the methods declared inmethod list1
into the method table ofclass1 as well as in the method ta-
bles of all the descendants ofclass1. And finally, the strat-
egy mt construction, when applied to an applicationapp1

that is in the form of an inheritance tree, will create the
proper method tables for each class inapp1. It accomplishes
this by traversingapp1 in a top-down left-to-right fashion
and applying the strategyadd methodsto every inheritance
tree encountered.

4.5. Inter-class absolute address and offset address
distribution in TL

In Figure 6, the strategy nameddistributeall is a TL im-
plementation of inter-class absolute address and offset ad-
dress distribution. The evaluation of the strategic expression
lcond tdl collect ifields app1 will create an instance of the
rule

c entry[[ (index1,data1) ]]
→
c entry[[ (index1,data1 : addr1) ]]

for each instance field in the applicationapp1. This rule
adds the offset associated with the instance fielddata1)
to a constant pool entry containing the symbolic reference
data1). These rule instances are composed using the left-
biased choice combinator and the resulting strategy is then
applied toapp1 using the generic traversalTDL. The effect
is that all constant pool entries containing symbolic refer-
ences to instance fields will be updated so they also con-
tain the corresponding offset address for that instance field.
The result of this transformation is then bound toapp2 via
a match equation. Next, the absolute addresses for all static
fields isapp2 is distributed by the same mechanism that was
used to distributed instance field offsets. The result is then
bound toapp3 via a match equation. And finally, method ta-
ble offsets are distributed, completing the class loader core
as defined in Section 1.2.

5. Verification and Validation

One motivating factor in the development of TL in gen-
eral and the SSP specifically is the attainment of strong evi-
dence of correctness. In this section we briefly describe the
verification approach.



5.1. Modelling TL in ACL2

We are beginning to model the semantics of TL in ACL2
[4][5]. ACL2 is an automated inductive theorem prover that
has been used to verify a variety of microprocessor imple-
mentations [1][9][8][2][10]. Our approach is to model the
class loader as a function that takes a Java application (set
of Java class files) as input and produces a ROM image as
an output. The goal is to show the equivalence of these
two representations. To prove the equivalence, we create
a function that maps a Java applicationAPP to a seman-
tic expressionEAPP . A second semantic function takes a
ROM image and maps it to a semantic expressionEROM .
Our conjecture is thatEAPP is equivalent toEROM modulo
class loading. Rather than show this equivalence for some
finite number of test cases, we want to prove that equiv-
alence holds for any valid Java application. We begin by
assuming that the Java application and the transformation
rules have corresponding tree representations that are inputs
to the TL model.

We define astep in the ACL2 model of TL to be the
application of a single conditional rewrite rule to a specific
node in a tree. Our transition function has two inputs: an in-
put state and a number representing how many steps should
be taken to produce the output state. Recall that the appli-
cation of a first-order strategy to a tree generally defines a
number of rewrites on that tree. Thus, given a proper num-
ber of steps, our transition function implements a strategy.

A state of TL is modeled as a tuple

〈CFI , T, C, TP, CFP,H〉

whereCFI is an input class file;T is a set of rewrite rules;
C is a control strategy that controls the application of the
transformation rules to the class file;TP is a rewrite pointer
that keeps track of the next rewrite rule to be applied;CFP
is a class file pointer that keeps track of the class file entry
to which the current rewrite rule will be applied; and a halt
flag,H, to show when an execution session ends.

Given a set of state transition functionsSTFformn that
convert intermediate applications from one canonical form
to another, the sequence of intermediates is given in Figure
7.
In Figure 7, STFform1 represents the transition function
that given the correct number of stepsnstep1 converts an in-
put class fileCF0 into the first canonical formForm1. Sim-
ilarly, STFform2 converts a file from the first to the second
canonical form. Each transition function will apply a set of
rewrite rules to the state according to the specified control
strategy. After the appropriate number of steps have been
executed, the halt flag,H, is set. The resulting application
is stored. This application represents either the resulting
ROM image or one of the intermediate forms.

5.2. Verification of the correctness of the transfor-
mation rules

A crucial part of the verification effort is to define a se-
mantic function that determines the equivalence of the in-
put and the output of each transition function. Therefore,
for each transition function, there is a semantic function,
SemanticEquivn. Our main conjecture is as follows:

∀(CF0) SemanticEquiv(CF0) =
SemanticEquiv(STFform∗(CF0), nstep∗)

which can be proved using transitivity of the sequence of
conjectures shown in Figure 8.
In Figure 8,STFform∗ is the composition of the individ-
ual transition functions andnumber∗ is the total number
of steps needed in the transformation ofCF0 to CFROM .
This allows the proof to be constructed incrementally, and
therefore, reduces the complexity of the proof.

6. Conclusion

From a conceptual standpoint, we believe that transfor-
mation provides a natural framework in which the func-
tionality of the class loader core can be considered. How-
ever, the intricacy of data interactions as well as the struc-
tural complexity of Java class files presents a number of
challenges to traditional rewriting and strategic frameworks.
Foremost among these challenges is the treatment of term-
specific data and its distribution throughout a term struc-
ture. Though table construction and parameterization are
techniques capable of realizing data distribution, their use
departs from rewriting in its purest sense. Our research is
based on the premise that higher-order rewriting provides a
mechanism for dealing with the treatment and distribution
of term-specific data conforming to the tenets of rewriting.
In a higher-order framework, the use of such data is ex-
pressed as a rule. Instantiation of such rules can be done
using standard (albeit higher-order) mechanisms control-
ling rule application (e.g., traversal). Typically, a traversal-
driven application of a higher-order rule will result in a
number of instantiations. If left unstructured, these instan-
tiations can be collectively seen as constituting a rule base
whose creation takes place dynamically. However, such rule
bases again encounter difficulties with respect to confluence
and termination. In order to address this concern the notion
of strategy construction is lifted to the higher-order as well.
That is, instantiations result in rule bases that are structured
to form strategies. Nevertheless, in many cases, simply lift-
ing first-order control mechanisms to the higher-order does
not permit the construction of strategies that are sufficiently
refined. This difficulty is alleviated though the introduction



Form1 = STFform1(CF0, nstep1) Index Resolution
Form2 = STFform2(Form1, nstep2) Static Field Address Calculation
Form3 = STFform3(Form2, nstep3) Instance Field Offset Calculation
Form4 = STFform4(Form3, nstep4) Method Table Construction
CFROM = STFform5(Form4, nstep5) Inter-class Absolute Address and Offset Address Distribution

Figure 7. Intermediate forms

∀(CF0)SemanticEquiv(CF0) = SemanticEquiv1(STFform1(CF0, nstep1))
= SemanticEquiv2(STFform2(STFform1(CF0, nstep1)), nstep2)
. . .
= SemanticEquivn(STFform∗(CF0, nstep∗))

Figure 8. A sequence of conjectures

of the transientand hide combinators. The interplay be-
tween these combinators, higher-order rules, and more tra-
ditional control mechanisms enables a the functionality of
the class loader core to be concisely expressed. In spite of
this, reasoning about the correctness of higher-order strate-
gies is conceptually somewhat of a departure from the rea-
soning used when considering first-order rewrite rules. Our
current efforts in using ACL2 reflects our initial efforts in
formalizing our reasoning process in an automatable fash-
ion. This effort involves mapping our approach to reason-
ing about TL strategies onto proven approaches to reasoning
about software.
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